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Senior Cybersecurity Engineer

Apply Now

Company: Ensign InfoSecurity

Location: Indonesia

Category: other-general

Ensign is hiring !

To run operations for a catalogue of security services including

Vulnerability Management –Analyze and provide recommendations for vulnerability findings;Take

lead in running asset management program for client environment;Take lead in running

VM program for clients;Design solution to manage assets and vulnerabilities;Stay informed

about the latest cybersecurity threats and vulnerabilities;Collaborate with Client IT Teams to

implement and integrate VM tools for the VM program.

Cloud Security –Understand key pillars and focuses of Cloud Security (i.e. IAM,

Infrastructure, Data, Network etc.)Understand Well-architected Frameworks of respective

Cloud environmentsDeliver Cloud Security assessments for security compliance and best

practicesDevelop assessment reports on Cloud SecurityWork with various cloud configurations

such as AWS, Azure, AliCloud, GCP and others as required.Liaise with customers for

requirements gathering and status meetings.

Engineering –Lead in the design and implementation of secure architectures for IT

systemsImplement security tools with security operations center (SOC)Lead in designing and

delivering security and automation toolsWork with APIs and integrations between tools and

services.Conduct code review and architecture reviews of the development works

Qualifications:

Must be conversant in English
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Bachelor’s degree in Computer Science, Information Systems, Cybersecurity, or related

fields

Proven experience as a Cybersecurity Consultant or in a similar role

In-depth knowledge of cybersecurity principles, frameworks, and best practices

Strong analytical and problem-solving skills

Excellent communication and presentation/reporting skills

Familiar with web application architecture and protocols

Have a basic understanding of the Cloud technology.

Ability to develop scripts and automation code; preferably in python

Ability to work independently and collaboratively with client teams

Additional for Senior role

At least 5 years of experience as a Cybersecurity Consultant or in a similar role

Certifications in any of CISSP, OSCP, or relevant cybersecurity certs is a plus

Able to digest vulnerability information and client environment context to develop sound

recommendations

Familiar with CVE, other vulnerability forums and OWASP

Possess knowledge about Well architected frameworks and other best practices regarding

Cloud technology.

Able to design sound security solutions for clients

Preferred Skills:

Knowledge in cloud services and security; certifications in any of the CSPs will be looked

at

Relevant knowledge in security vulnerabilities and other threat intelligence

Handling client meetings and presentations regarding the report.



Knowledge about any existing VM tool, and engineering experience.
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